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COURSE DESCRIPTIVE TITLE

CALENDAR DESCRIPTION:

This course provides an introduction to proven techniques for protecting information
systems from intruders, while allowing the required access to authorized users. This
course is introductory and is designed to provide an overall view of security in the
modern information world. Several hands-on lab projects will be completed using
Linux- and/or Windows-based computer systems.

PREREQUISITES: COMP 150, CIS 192
COREQUISITES:
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Student Directed Learning: Hrs
Other (Specify): Hrs
MAXIMUM ENROLLMENT: 35
EXPECTED FREQUENCY OF COURSE OFFERINGS: Once per year
WILL TRANSFER CREDIT BE REQUESTED? (lower-level courses only) X Yes [] No
WILL TRANSFER CREDIT BE REQUESTED? (upper-level requested by department)  [] Yes No
TRANSFER CREDIT EXISTS IN BCCAT TRANSFER GUIDE: [ Yes No
AUTHORIZATION SIGNATURES:
Course Designer(s): Dan Harris Chairperson:
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COURSE NAME/NUMBER CIS 221

LEARNING OBJECTIVES / GOALS / OUTCOMES / LEARNING OUTCOMES:
Upon successful completion of this course, students will be able to:

o |dentify security threat types

o Develop basic security policies

e Develop strategies for the protection of information systems

e Implement attack mitigation procedures and techniques

o |dentify host based security strategies (servers and workstations)

o Identify the strengths and weaknesses of perimeter protection (firewalls)
e  Assess the effectiveness of various intrusion detection techniques

e Plan intrusion response strategies

e Describe security audit and monitoring methodologies

METHODS:
Lectures and hands-on laboratory based exercises .

PRIOR LEARNING ASSESSMENT RECOGNITION (PLAR):
Credit can be awarded for this course through PLAR . Yes I No

METHODS OF OBTAINING PLAR:
Course challenge with departmental approval

TEXTBOOKS, REFERENCES, MATERIALS:
The Cert Guide to System and Network Security Practices, Julia H. Allen, Addison Wesley.
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COURSE NAME/NUMBER

SUPPLIES / MATERIALS:
Lab book and Lab Journal.

STUDENT EVALUATION:

Component Percentage

Labs 10%

Assignments 20%

Midterm 35%

Final exam 35%
COURSE CONTENT:

Principles of security engineering
Physical security

Social engineering

Protocol vulnerabilities

Host based versus network based security strategies
Security policy development
Virus protection and mitigation
Operating system hardening issues
Introduction to security auditing
Privacy and ethical issues

Legal and privacy considerations
Principles of computer forensics
Principles of biometrics



