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OFFICIAL COURSE OUTLINE INFORMATION 
 

Students are advised to keep course outlines in personal files for future use. 
Shaded headings are subject to change at the discretion of the department and the material will vary 

- see course syllabus available from instructor 
 

FACULTY/DEPARTMENT: Computer Information Systems 
CIS 224       4 

COURSE NAME/NUMBER  FORMER COURSE NUMBER  UCFV CREDITS 
Wireless LANs in the Enterprise 
COURSE DESCRIPTIVE TITLE 

CALENDAR DESCRIPTION:  
This course focuses on the design, planning, implementation, operation and troubleshooting of Wireless LAN technologies 
including 802.11a/b/g, Wireless LAN security, radio technologies and applications. Hands-on labs will be completed in the 
configuration of access points and bridges, antenna placement and site surveys. This course includes the Cisco - 
Fundamentals of Wireless LANs learning objectives. 
 

 
PREREQUISITES: CIS 192  
COREQUISITES:       

SYNONYMOUS COURSE(S) SERVICE COURSE TO: 
(a) Replaces:              
  (Course #)  (Department/Program) 
(b) Cannot take:       for further credit.       
  (Course #)  (Department/Program) 

TOTAL HOURS PER TERM: 60  TRAINING DAY-BASED INSTRUCTION 
STRUCTURE OF HOURS:    LENGTH OF COURSE:       
Lectures: 30 Hrs  HOURS PER DAY:     
Seminar:      Hrs    
Laboratory: 30 Hrs    
Field Experience:      Hrs    
Student Directed Learning:      Hrs    
Other (Specify):            Hrs    
    

MAXIMUM ENROLLMENT: 20  
EXPECTED FREQUENCY OF COURSE OFFERINGS: Once per year 
WILL TRANSFER CREDIT BE REQUESTED? (lower-level courses only)  Yes  No 
WILL TRANSFER CREDIT BE REQUESTED? (upper-level requested by department)  Yes  No 
TRANSFER CREDIT EXISTS IN BCCAT TRANSFER GUIDE:  Yes  No 

COURSE IMPLEMENTATION DATE: September 2006 
COURSE REVISED IMPLEMENTATION DATE:  
COURSE TO BE REVIEWED: February 2010 
(Four years after UPAC final approval date) (MONTH YEAR) 

AUTHORIZATION SIGNATURES:  
  
Course Designer(s):  Chairperson:  
 Robert McAuliffe/Edward Lo        (Curriculum Committee) 
  
Department Head:  Dean:  
 Shelley Drysdale  Karen Evans 
UPAC Approval in Principle Date:       UPAC Final Approval Date: February 3, 2006 
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LEARNING OBJECTIVES / GOALS / OUTCOMES / LEARNING OUTCOMES: 

Upon completion of this course, students will be able to; 

• Conduct wireless site surveys 

• Interpret IEEE 802.11 wireless standards 

• Implement wireless radio topologies 

• Install and configure wireless access points, bridges, adapters, and antennae 

• Use management tools to design, install, configure, monitor and maintain wireless devices 

• Identify wireless security threats and vulnerabilities 

• Implement MAC layer wireless security using WEP, EAP and 802.1x protocols 

• Configure monitoring systems including Syslog and SNMP 

• Apply vertical and horizontal wireless implementations 

• Troubleshoot wireless LAN systems 

• Apply applicable safety procedures and practices 
 
METHODS: 

Lectures, on-line curriculum and hands-on laboratory based exercises and case studies. 

PRIOR LEARNING ASSESSMENT RECOGNITION (PLAR): 

Credit can be awarded for this course through PLAR (Please check:)  Yes  No 

METHODS OF OBTAINING PLAR: 

May include challenge exam, portfolio or interview with instructor 
 
TEXTBOOKS, REFERENCES, MATERIALS: 
[Textbook selection varies by instructor. An example of texts for this course might be:] 

Fundamentals of Wireless LANs (Cisco Press) 

On-line course curriculum 

Various websites for reference material 
 
 
 
SUPPLIES / MATERIALS: 

Lab book, Lab journal, and 5 floppy disks 
 
 
 
 
STUDENT EVALUATION: 
[An example of student evaluation for this course might be:] 

Component Percentage 

Quizzes (on-line) 15% 

Lab assignments and participation 15% 

Case Studies 10% 

Lab final exam 30% 

Theory final exam 30% 
 



 
COURSE CONTENT: 
[Course content varies by instructor. An example of course content might be:] 

• Introduction to wireless LANs, media, components and technologies 

• Wireless Network Interface Cards - 802.11 (a, b and g) 

• Wireless radio wave technology 

• Wireless LAN topologies 

• Access points – implementation and configuration 

• Bridges – implementation and configuration 

• Antenna systems used with wireless LANs 

• Security considerations 

• Design of wireless LAN implementations 

• Conducting a Site Survey 

• Monitoring and troubleshooting wireless LAN systems 

• Emerging technologies in wireless LANs (including mobile and VOIP) 
 
 

 


