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FORMER COURSE NUMBER UCFV CREDITS
Internet Investigation 11

COURSE DESCRIPTIVE TITLE

CALENDAR DESCRIPTION:

This course focuses on Internet and computer security issues and their relationship to secrecy and the
interception of communications. In addition to an introduction to the “hacker” subculture, this course also
covers some of the tools used by hackers to exploit computer systems vulnerabilities and destroy data.
Criminal law studies related to information technology will be covered, as will an introduction to the
computer forensic examination process.

PREREQUISITES: RCMP Internet for Investigators (Basic) or permission of instructor.
COREQUISITES:

SYNONYMOUS COURSE(S) SERVICE COURSE TO:
(@) Replaces:
(Course #) (Department/Program)
(b)  Cannot take: For further credit.
(Course #) (Department/Program)
TOTAL HOURS PER TERM: 60 TRAINING DAY-BASED INSTRUCTION
STRUCTURE OF HOURS LENGTH OF COURSE:
Lectures: 60 Hrs HOURS PER DAY:
Seminar: Hrs
Laboratory: Hrs
Field Experience: Hrs
Student Directed Learning: Hrs
Other (Specify): Hrs
MAXIMUM ENROLLMENT: 20
EXPECTED FREQUENCY OF COURSE OFFERINGS: Once per year
WILL TRANSFER CREDIT BE REQUESTED? (lower-level courses only) ] Yes X No
WILL TRANSFER CREDIT BE REQUESTED? (upper-level requested by department)  [] Yes I No
TRANSFER CREDIT EXISTS IN BCCAT TRANSFER GUIDE: [ Yes No

AUTHORIZATION SIGNATURES:

Course Designer(s): A.R. Speevak Chairperson:

(Curriculum Committee)

Department Head: Paul Franklin Dean: D.J Sandhu

PAC Approval in Principle Date: PAC Final Approval Date:  December 10, 2004
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LEARNING OBJECTIVES / GOALS / OUTCOMES / LEARNING OUTCOMES:

The goal of this course will be to enhance the ability, skills and knowledge of criminal
investigators and students of criminal investigation in aspects of computer security and
Internet-related criminal investigations. Core topics will include basic security issues,
policies for the protection of data stored or transmitted on police related computer
systems, basic principles of symmetric and asymmetric cryptography, use of
cryptographic and steganographic applications, common vulnerabilities of cryptographic
systems, identification of various elements of “hacker” subculture, tools and techniques
used by criminal hackers, web-based e-mail services, and criminal code sections that
apply to this area.

METHODS:
Lectures in lab with in-class hands on lab work.

A problem-based learning approach: applying an integrated approach to an interactive
adult learning environment, lectures will present a critical review of current Internet-
based technologies, offer clear practice guidelines, and outline future key directions in
the field of information technology-related investigations and security. However
exercises will be undertaken that challenge students to learn to learn and to work
cooperatively in groups in search of solutions to real world problems. These exercises
will be used to engage students’ curiosity, encouraging them to think critically and
analytically, and to find and use appropriate technical reference materials and learning
resources.

PRIOR LEARNING ASSESSMENT RECOGNITION (PLAR):
Credit can be awarded for this course through PLAR . Yes I No

METHODS OF OBTAINING PLAR:
Course challenge with departmental (both CIS and Criminology) approval

TEXTBOOKS, REFERENCES, MATERIALS:
[Textbook selection varies by instructor. An example of texts for this course might be:]

Materials will be quickly updated and will include the latest internet resources,
including related websites, newsgroups, online and shareware manuals and training
guides.
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SUPPLIES / MATERIALS:

STUDENT EVALUATION:
[An example of student evaluation for this course might be:]

Assignments and skill displays 30%

Written report 20%

Midterm exam 20%

Final exam 30%
COURSE CONTENT:

[Course content varies by instructor. An example of course content might be:]

Course orientation and IT Security overview
Introduction to Cryptography

Public Key Cryptography Fundamentals
Public Key Cryptography

PGP

Steganography

Review and midterm quiz

Introduction to hacking tools

9. Peer to peer clients

10. Web based e-mail

11. Data wiping utilities

12. Electronic crime scene management basics
13. Computer related criminal law

LN~ wWNE



