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COURSE NAME/NUMBER FACULTY/DEPARTMENT UFV CREDITS
Networking Security Architecture

COURSE DESCRIPTIVE TITLE

CALENDAR DESCRIPTION:

This course focuses on network security architectures, procedures, and processes. Practical hands-on skill
development is provided in security system technologies, security policy design, firewall desigh and implementation,
router security architectures, authentication and authorization systems, Intrusion detection, and VPNs. This course will
include the “Cisco — Fundamentals of Network Security” learning objectives.

PREREQUISITES: CIS 292 or CIS 294
COREQUISITES:
PRE or COREQUISITES:

SYNONYMOUS COURSE(S):
(@) Replaces:
(b) Cross-listed with:

SERVICE COURSE TO: (department/program)

(c) Cannot take: for further credit.

TOTAL HOURS PER TERM: 60 TRAINING DAY-BASED INSTRUCTION:

STRUCTURE OF HOURS: Length of course:

Lectures: 45 Hrs Hours per day:

Seminar: Hrs

Laboratory: 15 Hrs OTHER:

Field experience: Hrs Maximum enrolment: 35

Student directed learning: Hrs Expected frequency of course offerings: Once every two years
Other (specify): Hrs (every semester, annually, every other year, etc.)

WILL TRANSFER CREDIT BE REQUESTED? (lower-level courses only) [] Yes []No
WILL TRANSFER CREDIT BE REQUESTED? (upper-level requested by department) [ Yes X No

TRANSFER CREDIT EXISTS IN BCCAT TRANSFER GUIDE:

] Yes X No

Course designer(s): Edward Lo, Bob McAuliffe

Department Head: Ora Steyn

Supporting area consultation (Pre-UPAC)
Curriculum Committee chair: Edward Lo

Dean/Associate VP: Dan Ryan

Undergraduate Program Advisory Committee (UPAC) approval

Date approved: March 6, 2009
Date of meeting: February 19, 2010

Date approved: February 26, 2009
Date approved: April 6, 2010
Date of meeting: April 23, 2010
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LEARNING OUTCOMES:

Upon successful completion of this course, students will be able to:

* Apply security terminology and acronyms

* Identify security vulnerabilities

« Design and manage network security policy

* Use security products and technologies

« Install, configure, monitor and maintain advanced firewall installations

» Implement AAA (authentication, authorization and accounting) on routers and firewalls
« Implement IDS (Intrusion detection system) on routers and firewalls

» Configure and test security protocols including IPSec and/or SSL based VPN implementation
 Configure/create digital certificates

* Implement VPNs (virtual private networks)

* Design secure networks

METHODS: (Guest lecturers, presentations, online instruction, field trips, etc.)
Lectures and hands-on laboratory based exercises and case studies.

METHODS OF OBTAINING PRIOR LEARNING ASSESSMENT RECOGNITION (PLAR):
Xl Examination(s) X Portfolio assessment X Interview(s) [] Other (specify):

TEXTBOOKS, REFERENCES, MATERIALS: [Textbook selection varies by instructor. Examples for this course might be:]

Fundamentals of Network Security Companion Guide (Cisco Press)
Various websites for reference material

SUPPLIES / MATERIALS:
Lab book and lab journal.

STUDENT EVALUATION: [An example of student evaluation for this course might be:]

Quizzes (on-line) 20%
Lab assignments and participation 20%
Lab final exam 30%
Theory final exam 30%

COURSE CONTENT: [Course content varies by instructor. An example of course content might be:]

 Overview of network security

* Securing the network perimeter

* Securing switches and LAN access

* ACLs (access control lists)

» CBAC (context based access control)
* AAA security (authentication, authorization and accounting)
* RADIUS authentication services

» TACACS+ authentication services

« IDS (intrusion detection systems)

* IP protocol security

* Pre-shared keys

* Public/private key systems

« Digital certificates

* VPNs using IPsec/routers

* Firewall based translations and connections
* Firewall based ACLs

* Firewall based AAA

* Firewall based IDS

* Firewall failover and maintenance

* Firewall based VPNs using Ipsec

» Attack guards and multimedia support
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