PAC FORM #2

(P

UNIVERSITY COLLEGE
- °f the FRASER VAILEY
COURSE IMPLEMENTATION DATE: [January 2005]
COURSE REVISED IMPLEMENTATION DATE:  [January 2005]
COURSE TO BE REVIEWED: [January 2009]

(Four years after implementation date)

OFFICIAL COURSE OUTLINE INFORMATION

Students are advised to keep course outlines in personal files for future use.
Shaded headings are subject to change at the discretion of the department and the material will vary
- see course syllabus available from instructor

FACULTY/DEPARTMENT:  Computer Information Systems
CIS 325 4
COURSE NUMBER FORMER COURSE NUMBER UCFV CREDITS

Malicious Software and Attack Prevention
COURSE DESCRIPTIVE TITLE

CALENDAR DESCRIPTION:

This course will provide students with proven techniques for allowing authorized users access to the
Internet while protecting the inner network from attack by someone who has circumvented the outer
defence or from internal attack. Methods and technologies such as secure programming, viruses, host-
based intrusion detection, auditing, threat modeling, forensics, software firewalls, and operating system
hardening will be discussed.

PREREQUISITES: CIS 221, acceptance to the CIS degree program. (Students accepted to a CIS
or Computing Science minor may register with permission of the department).
COREQUISITES:

SYNONYMOUS COURSE(S) SERVICE COURSE TO:
(&) Replaces:
(Course #) (Department/Program)
(b)  Cannot take: For further credit.
(Course #) (Department/Program)
TOTAL HOURS PER TERM: 60 TRAINING DAY-BASED INSTRUCTION
STRUCTURE OF HOURS LENGTH OF COURSE:
Lectures: 45 Hrs HOURS PER DAY:
Seminar: Hrs
Laboratory: 15 Hrs
Field Experience: Hrs
Student Directed Learning: Hrs
Other (Specify): Hrs
MAXIMUM ENROLLMENT: 35
EXPECTED FREQUENCY OF COURSE OFFERINGS: Once per year
WILL TRANSFER CREDIT BE REQUESTED? (lower-level courses only) X Yes [ No
WILL TRANSFER CREDIT BE REQUESTED? (upper-level requested by department)  [] Yes I No
TRANSFER CREDIT EXISTS IN BCCAT TRANSFER GUIDE: [ Yes No

AUTHORIZATION SIGNATURES:

Course Designer(s): Dan Harris Chairperson:

(Curriculum Committee)

Department Head: Paul Franklin Dean: DJ Sandhu

PAC Approval in Principle Date: PAC Final Approval Date:  December 10, 2004
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LEARNING OBJECTIVES / GOALS / OUTCOMES / LEARNING OUTCOMES:
Upon successful completion of this course, students will be able to:

e Secure network servers and workstations.

e Secure public web servers.

o Detect and respond to intrusions.

o Install and manage an intrusion detection system.

e Understand the principles of steganographic software.
o Install and manage virus detection software.

o Explain the workings of buffer overflow attacks.

e Explain malicious protocol manipulation techniques.
o Discuss evasion techniques and attack mitigation.

e Understand threat modeling and security planning.

e Explain the common attack tools.

e Understand and explain the steps of a computer attack.

METHODS:
Lectures and hands-on laboratory.

PRIOR LEARNING ASSESSMENT RECOGNITION (PLAR):
Credit can be awarded for this course through PLAR . Yes I No

METHODS OF OBTAINING PLAR:
Course challenge with instructor approval

TEXTBOOKS, REFERENCES, MATERIALS:
Counter Hack, A Step by Step Guide to Computer Attacks and Effective Defenses; Ed Skoudis;
Prentice Hall
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STUDENT EVALUATION:

Component Percentage

Labs 10%

Assignments 20%

Midterm 35%

Final exam 35%

COURSE CONTENT:

e Security policy development and, implementation
e Hacker subculture
o Attack types
o Operating system hardening
o IDS types (advantages and disadvantages)
e Host based IDS
e Network IDS
e Virus hardening and mitigation
e Forensics
e System monitoring and activity logging
e Incident response
e Consideration of business requirements
e  Security auditing



