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COURSE DESCRIPTIVE TITLE

CALENDAR DESCRIPTION:  

Students will become familiar with the ideas, methods and standards being used for the electronic exchange of data, as well as a
discussion of interfaces.  Included will be discussions on the OSI reference model, commonly used protocols, data communication
equipment, network topologies (international, national, provincial, local), network design and tradeoffs, routing protocols, performance
analysis and modeling, and network and data security.  Students will consider case studies of different performance measures and
management requirements, so that they can effectively analyze data communication alternatives for a business problem.

PREREQUISITES: CIS 291 or CIS 295 and acceptance to the CIS degree program

COREQUISITES: None
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LEARNING OBJECTIVES / GOALS / OUTCOMES/ LEARNING OUTCOMES:

After successful completion of CIS390, students should:

1. Understand and describe the data network control protocols.
2. Define and explain the techniques of flow control and error control.
3. Understand and describe the principles of circuit-switching and packet-switching networks.
4. Understand and explain various routing protocols and strategies.
5. Understand the concepts of congestion control.
6. Design and analyze Frame Relay networks.
7. Understand and explain ATM networks.
8. Design and analyze Local Area Networks.
9. Understand and explain network security and encryption techniques.

METHODS:

Lecture with hands-on lab exercises in class.

PRIOR LEARNING ASSESSMENT RECOGNITION (PLAR):

Credit can be awarded for this course through PLAR  YES         NO        X    

METHODS OF OBTAINING PLAR:

TEXTBOOKS, REFERENCES, MATERIALS:

Data and Computer Communications, 6  ed., William Stallings, Prentice Hall, Inc., 1999.th

SUPPLIES / MATERIALS:

STUDENT EVALUATION:

Participation   5%
Assignments 15%
Project & Lab 10%
Midterm exam 25%
Final exam 45%
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COURSE CONTENT:

1. Introduction and overview - OSI Reference Model, TCP/IP protocols
2. Data Link Control - Principles of Flow Control, Principles of Error Control, High-Level Data Link Control, 

Other Data Link Control Protocols
3. Wide Area Networks - circuit-switching networks, switching networks, Routing in circuit-switched Networks
4. Packet Switching - Principles of packet-switching, Routing in packet-switching, Congestion Control, X.25 
5. Frame Relay - Principles of Frame Relay Protocol Architecture, Congestion Control of Frame Relay
6. ATM (Asynchronous Transfer Mode) - Principles of ATM protocol Architecture - ATM Cell Structure,

Transmission of ATM cells, ATM Traffic and Congestion Control
7. LAN (Local Area Networks) - LAN architecture, Bus/Tree LANs, Ring LANs, Star LANs, Wireless LANs
8. LAN Systems - Design of Ethernet Networks, Design of Token Ring Networks, Design of ATM Networks
9. Internetworking - Principles of Bridge Operations, Routing with Bridges, Principles of Switch Operations
10. Network Security - Security Requirements and Attacks, Conventional Encryption and Decryption, Public-Key

Encryption


