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Remote Access Internetworking

COURSE DESCRIPTIVE TITLE

CALENDAR DESCRIPTION:

In this course students will design, plan, implement, test and troubleshoot remote access network solutions.
Topics include WANSs, asynchronous dial-up access, cable and DSL broadband, PPP, ISDN BRI/PRI, Frame-
Relay, traffic shaping, backup links, security policies, scaling IP address plans using NAT, and VPNs. This

course will include the Cisco CCNP Semester 2 learning objectives.

PREREQUISITES:

CIS 292, or current CCNA certification and permission of instructor. Acceptance to the CIS degree

program. (Students accepted to a CIS or Computing Science minor may register with permission of

the department.)
COREQUISITES:

SYNONYMOUS COURSE(S) SERVICE COURSE TO:
(@) Replaces:

(Course #) (Department/Program)
(b)  Cannot take: for further credit.
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TOTAL HOURS PER TERM: 60 TRAINING DAY-BASED INSTRUCTION
STRUCTURE OF HOURS: LENGTH OF COURSE:
Lectures: 30 Hrs HOURS PER DAY:
Seminar: Hrs
Laboratory: 30 Hrs
Field Experience: Hrs
Student Directed Learning: Hrs
Other (Specify): Hrs

MAXIMUM ENROLLMENT:
EXPECTED FREQUENCY OF COURSE OFFERINGS:

18

Once every two years
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LEARNING OBJECTIVES / GOALS / OUTCOMES / LEARNING OUTCOMES:

At the end of this course, students should be able to:

. Design and implement Wide Area Networks (WANS)

. Implement and configure remote access servers for asynchronous and ISDN dial-up access.

. Configure and test the PPP protocol over point-to-point connections including VPNs and dial-up connections.
. Configure router based broadband connections including cable modem and DSL based technologies.

. Design, configure, test and troubleshoot ISDN (BRI and PRI) network access solutions including DDR (demand dial
routing)

. Configure, test and troubleshoot frame-relay networks including traffic shaping and QOS (quality of service).
. Design network address translation (NAT) techniques for building scaleable IP addressing schemes.

. Configure and test back-up remote-access links.

. Implement Authentication, Authorization and Accounting (AAA) server services.

. Design, implement and configure VPNSs (virtual private networks).

METHODS:

Lectures, on-line curriculum and hands-on laboratory based exercises and case studies.

PRIOR LEARNING ASSESSMENT RECOGNITION (PLAR):
Credit can be awarded for this course through PLAR (Please check:)  [X] Yes ] No

METHODS OF OBTAINING PLAR:

Course Challenge with departmental permission

TEXTBOOKS, REFERENCES, MATERIALS:

[Textbook selection varies by instructor. An example of texts for this course might be:]
Textbook - CCNP Remote Access Study Guide

On-line course curriculum

Various websites for reference material

SUPPLIES / MATERIALS:

Lab Book / Journal

STUDENT EVALUATION:

[An example of student evaluation for this course might be:]
Quizzes (on-line) 20%

Lab Assignments and participation 20%

Lab final Exam (final) 30%

Theory Final Exam 30%

COURSE CONTENT:

[Course content varies by instructor. An example of course content might be:]

. Wide Area Networks (WANS)
. Asynchronous / modem dial-up connections
. ISDN - BRI and PRI

. PPP protocol including call-back and compression



Broadband technologies (cable modems and DSL)

DDR (demand dial routing)

Frame-relay networks

QOS (quality of service).

NAT techniques for building scaleable IP addressing schemes.
Configuring routed back-up links

AAA (Authentication, Authorization and Accounting)

VPNSs (virtual private networks).

IPsec (IP security) standards



