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FACULTY/DEPARTMENT: Computer Information Systems 
CIS 394    4 

COURSE NUMBER  FORMER COURSE NUMBER  UCFV CREDITS 

Multilayer Switching 
COURSE DESCRIPTIVE TITLE 

 
CALENDAR DESCRIPTION:  
 
 
 
 
 
 

 
PREREQUISITES: CIS 292, or current CCNA certification and permission of instructor. Acceptance to the CIS degree 

program. (Students accepted to a CIS or Computing Science minor may register with permission of 
the department.) 

COREQUISITES:  
 

SYNONYMOUS COURSE(S) SERVICE COURSE TO: 
(a) Replaces:    
  (Course #)  (Department/Program) 
(b) Cannot take:  For further credit.  
  (Course #)  (Department/Program) 

 
TOTAL HOURS PER TERM: 60  TRAINING DAY-BASED INSTRUCTION 
STRUCTURE OF HOURS    LENGTH OF COURSE:  
Lectures: 30 Hrs  HOURS PER DAY:  
Seminar:  Hrs    
Laboratory: 30 Hrs    
Field Experience:  Hrs    
Student Directed Learning:  Hrs    
Other (Specify):  Hrs    
    

 
MAXIMUM ENROLLMENT: 18  
EXPECTED FREQUENCY OF COURSE OFFERINGS: Once every two years 
WILL TRANSFER CREDIT BE REQUESTED? (lower-level courses only)  Yes  No 
WILL TRANSFER CREDIT BE REQUESTED? (upper-level requested by department)  Yes  No 
TRANSFER CREDIT EXISTS IN BCCAT TRANSFER GUIDE:  Yes  No 

 

COURSE IMPLEMENTATION DATE: [January 2005] 
COURSE REVISED IMPLEMENTATION DATE: [January 2005] 
COURSE TO BE REVIEWED: [January 2009] 
(Four years after implementation date) 

AUTHORIZATION SIGNATURES:  
  
Course Designer(s): Edward Lo / Robert McAuliffe Chairperson:  
 (Curriculum Committee) 
  
Department Head: Paul Franklin Dean: Karen Evans 
  
PAC Approval in Principle Date:  PAC Final Approval Date: May 26, 2004 
   

Advanced switched network principles as used in modern-day campus LANs are presented.  Hands-on 
exercises will be used to develop skill in a variety of topic areas including VLANS, inter-VLAN routing, VTP, 
STP, multi-layer switching, redundant fault tolerance design and QoS.  Campus LAN security and support for 
emerging LAN services including VOIP and streaming audio/video applications will be explored.  This course 
will include the Cisco CCNP Semester 3 learning objectives. 
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LEARNING OBJECTIVES / GOALS / OUTCOMES / LEARNING OUTCOMES: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
METHODS:  
Lectures, on-line curriculum and hands-on laboratory based exercises and case studies. 
 
PRIOR LEARNING ASSESSMENT RECOGNITION (PLAR): 
Credit can be awarded for this course through PLAR    Yes   No 
 
METHODS OF OBTAINING PLAR: 
Course challenge with departmental approval 
 
TEXTBOOKS, REFERENCES, MATERIALS: 
Building Cisco Multilayer Switched Networks Study Guide 
On-line course curriculum 
Various websites for reference material 
 
 
SUPPLIES / MATERIALS: 
Lab book and Lab Journal. 
 
STUDENT EVALUATION:  
 
 
 
 
 
 
 
 
COURSE CONTENT: 
 

• Overview of campus networks 
• Switching technologies 
• Switch configuration 
• VLANs and the VLAN trunking protocols 
• VLAN types  
• VLAN security 
• STP (Spanning tree protocol) 

Upon completion of this course, students will be able to; 
• Design and build scaleable routed campus networks 
• Design and deploy global Intranets 
• Design and configure VLANs and the VTP (VLAN trunking protocol) 
• Configure and troubleshoot STP (spanning tree protocol) 
• Configure and test inter-VLAN routing 
• Apply multilayer switching technologies in a campus LAN environment 
• Plan, configure and test network device performance strategies including traffic flow 

optimization, reliability, redundant systems, and network device performance. 
• Implement and test network support for real-time LAN applications including VOIP and 

streaming audio/video. 
• Apply and test QoS (quality of service) policies in campus LANs 
• Design, implement and verify security policies in campus LANs 
• Troubleshoot larger routed/switched multiprotocol networks 

Component Percentage  
Quizzes (on-line)   20% 
Lab assignments and participation 20% 
Lab final exam   30% 
Theory final exam   30% 
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• Etherchannel operation 
• Inter-VLAN routing 
• Multi-layer switching 
• CEF (Cisco express forwarding) 
• Implementing switch module redundancy 
• Implementing router redundancy 
• HSRP (hot swap router protocol) 
• Load balancing 
• AVVID 
• Multicast routing 
• IP telephony 
• QoS (quality of service) mechanisms 
• Monitoring switch security performance 
• Switch security architectures 
• AAA (Authentication, authorization and accounting) 
• ACLs (access control lists) 
• Transparent LAN services 
• Fibre Optic transports 
• 10 Gbit Ethernet 

 
 
 
 


